O 0e30MaCHOCTH KPHTHYECKOH
MHGOPMAITHOHHOU
HHPPaACTPYKTYpEI PoccuHCKOH
PdDemepanuH

Crarbsa 1. Chepa mercTBus HacTosaiero ®eaepajibHOro
3aKOHa

HacTosamuit ®epepanbHBIN 3aKOH PETYIUPYET OTHOIIIEHUS B 00/1aCTU
obecrieueHus: 6€30IMaCHOCTU KPUTUYECKON MHPOPMAIIMOHHOMN
nHPpPacTpyKTypsl Poccutickon ®enmeparnuu (gamee TakXke -
KpUTU4YeCcKasi nHpopMallMoHHasA NHGPACTPYKTypa) B LIEISIX ee
YCTOMYMBOTO QYHKIIMOHUPOBAHUSA MIPHU ITPOBEJEHUN B OTHOIIIEHUH €€
KOMITbIOTEPHBIX aTakK.

Crarbsa 2. OCHOBHBIE IOHSATHSI, HCIIO/Ib3yeMbI€ B HACTOALIIEM
dengepajibHOM 3aKOHE

II7s1 1enel HaCTOSIIETO cDe;[[epaJ'II:HOI"O 3dKOHa UCIIOJIB3YIOTCA
ciaenyrmue OCHOBHEIEC ITOHATHUA

aBTOMaTH3UPOBaHHAS CUCTEMa YIIPaBJIEHUS - KOMIIJIEKC
ITPOTPAaMMHBIX ¥ IIPOTPaMMHO-aNNapaTHLIX CPENCTB,
MMpegHa3HaYeHHBIX OJIsI KOHTPOJIS 3a TeXHOJIOTUYECKUM U (UJn)
ITPOM3BOICTBEHHBEIM 000PyIOBaHUEM (MCIIOTHUTEIbHBIMU
YCTPOMCTBaAMU) U IPOU3BOAUMBIMHU MMM IIPOIleCCaMU, a TaKXKe OIS
yIpaBJeHUs TaKUMHU 000pyoOBaHUEM U ITPOIleCCaMu

0e30MaCHOCTb KPUTUUYECKON MHPOPMAIIMOHHON NHPPACTPYKTYPHI -
COCTOSTHHE 3alllUIIIeHHOCTHA KPUTUYECKOU NH(POPMALTUOHHOU
MHPPaCTPYKTyphl, 00ecIieuynBalollee ee YyCTOUUHUBOE
(pyHKIIMOHUpOBaHUE MTPYU ITPOBEIEHUN B OTHOIIIEHUY €€
KOMITBIOTEPHBIX aTakK

3HAYUMBIM 00BEKT KPUTUUECKOM MHGOPMAIIMOHHON NHGPACTPYKTYPHI
- 00BEKT KPUTUUYECKOM NHGOPMAIIMOHHON NHPPACTPYKTYPHI,
KOTOPOMY IIPUCBOEHA OOHA U3 KaTeropui 3HaYUMOCTU U KOTOPHIA
BKJTIOUEH B peeCTp 3HAUUMBIX 00ObEKTOB KPUTUYECKOU
MH(POPMaIMOHHON NHPPaACTPYKTYPHI

KOMITBIOTEPHAS aTaKa - lieJieHalpaBJIeHHOe BO3AeHCTBUE
IIPOTPAMMHLIX 1 (MJIK) IPOTPaMMHO-aIllIapPaTHREIX CPEICTB Ha 00bEeKTHI
KPUTHUYECKON NH(PpOPMAIIMOHHON HHDPACTPYKTYPHI, CETH



3J1eKTPOCBS3HU, UCIIOIb3yEMEBIE [JIs1 OpPraHM3ali B3auMOIeNCTBUA
TaKUX 00BEKTOB, B II€JIAX HApPyIIeHUsa U (UIU) IpeKpalleHus ux
byHKUMOHUPOBaHUS U (MJIH) CO3TaHUs YyIPO3bl 6€30aCHOCTHU
oOpabaTriBaeMOl TaKUMU 0ObEKTaMU UH(pOpMaluu

KOMIIbIOTEPHBIU MHIUOEHT - (aKT HapylleHus U (UJIKU) OIpeKpalleHus
dyHKIIMOHUPOBaHUSA 00bEKTa KPUTUYECKON MHGPOPMAIIMOHHOMN
HMHPPaCTPYKTYPHI, CETU 3II€KTPOCBSA3U, UCIIOJIb3YEMOU OJIs
OpTraHMU3alluM B3aUMOIEHMCTBUS TaKUX OOBEKTOB, U (MJIM) HAPYIIEeHUS
0e3omacHOCTU oOpabaThiBaeMOM TaKUM 00BEKTOM MH(pOpPMAaIUu, B
TOM YHUCJIE IIPOU3OUIEOIINY B pe3yabTaTe KOMIILIOTEPHOU aTaKu

KpUTHYecKass nHpopMallmoHHas UHPpacTPyKTypa - OOBbEKTHI
KPUTUYECKOU MHPOPMAIIMOHHON NHPPACTPYKTYPHI, @ TaKXKe CeTHU
9JIEKTPOCBSI3U, UCIIONIb3YEMEIE IJIs1 OpPraHU3allid B3aUMOOENCTBUS
TaKUX OOBEKTOB

00BEKTH KPUTHUYECKON MHPOPMAIIMOHHON NHPPACTPYKTYPHI -
WH(pOpPMalMOHHBIE CUCTEMBI, UHPOPMAIIMOHHO-
TeJIEKOMMYHUKAIIUOHHBIE CETH, aBTOMATHU3UPOBAHHLIE CHUCTEMEI
yIpaBieHusI CyObEKTOB KPUTUUYECKON NHGOPMAIIMOHHOMN

MHPPACTPYKTYPHI

CYOBEKTHI KPUTUYECKOU MHPOPMAIITMOHHON MHPPACTPYKTYPHI -
roCyoapCTBEHHBIE OPTraHbl, TOCyOdapCTBEHHBIE YUPEXKOAEHUS,
POCCHUMCKNE IOPUANYECKUEe NHUlla U (UT1) NHOUBUAYAIbHBIE
MIpeaIpuHUMaTes, KOTOPHIM Ha IIpaBe COOCTBEHHOCTH, apeHIbl 1IN
Ha MHOM 3aKOHHOM OCHOBAHMWM IIpUHaOIeXaT HHPOpMalOHHBIE
CUCTEMBI, THPOPMAaIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH,
aBTOMAaTU3UPOBaHHBIE CUCTEMEI YIIPaBlIeHUA, QyHKIMOHUPYIOIINE B
chepe 3apaBOOXpPaHEHUI, HAYKU, TPAHCIIOPTA, CBSI3U, SHEPTreTUKH,
roCydapCTBEHHOU perucTpaluy npaB Ha HeIBUXKHUMOE UMYIIECTBO U
CHOEJIOK ¢ HuM, 0aHKOBCKOM cdepe 1 UHBIX chepax GUHAHCOBOTO
PBIHKA, TOILJIMBHO-3HEPreTUYECKOT0 KOMIIJIeKCa, B 001aCcTh aTOMHOM
sHepruu, 000POHHOM, PAKETHO-KOCMHUYECKOM, TOPHOIOOLIBAIOIIEH,
MeTalJlypru4eCKOou ¥ XUMUYECKOU IIPOMEILIJIEHHOCTHU, POCCUNCKUE
IOpUANYECKUEe NHulla U (U/TH) NHOUBHUAYAJIbHbIE IPEOIIPUHUMATEIIH,
KOTOpHhIe 00ecredynBalOT B3aMMOAENCTBUE YKa3aHHBIX CUCTEM UJIN
cerein. (B pemakuuu ®egepanbHoro 3akoHa ot 10.07.2023 Ne 312-03)

Cratrbsa 3. [IpaBoBoOe peryjiupoBaHHe OTHOIIIEHHH B 00/1aCTH
oGecreuyeHHUs1 0€30MAaCHOCTH KPUTHYECKOH HHPOPMAITHOHHOM

HHPPaCTPYKTYyPHI

1. OtHomIeHUus B 06y1acTu obecrneuyeHrss 0€30MaCHOCTH KPUTUYECKOM
“HGOPMaLMOHHON UHOPACTPYKTYPhl PETYIUPYIOTCS B COOTBETCTBUU C
Kouctutynuest Poccutickoit ®enepaumu, o61ienpru3HaHHBIMU
MIPUHIIUIIAMY ¥ HOPMaMU MeXKIyHapOOHOTO IIpaBa, HaCTOSIIUM
depmepanbHBIM 3aKOHOM, APYTUMHU (eaeparibHBIMU 3aKOHAMU U



IIPHHHUMa€MBIMH B COOTBETCTBHHU C HUMUW MHBEIMHY HOPMATHUBHBIMHA
IIPaABOBEIMH aKTaMH

2. OcobeHHOCTH ITPUMeHeHus HacTosmnero ®egepanbHOro 3akoHa K
CeTsIM CBsI3U O0OIIero mojab30BaHus ompenensoTcsa PegepanbHBEIM
3akoHOM OT 7 uronsg 2003 roga Ne 126-®3 "O cBsa3u" u
MMPUHUMaEMBLIMHU B COOTBETCTBUU C HUM HOPMATHUBHBIMU IIPAaBOBLIMU
aktamu Poccurickou ®emepanuu

Cratbs 4. IIpyuHIUNbI 00ecneyeHusi 6€30MaCHOCTH
KPHUTHYECKOH HHPOPMAITHOHHON HHPPACTPYKTYPhI

[TpuHiMIIaMu obecriedyeHuss 6€30MaCHOCTU KPUTUUECKOU
MHGOPMALIMOHHOM UHOPACTPYKTYPHI SIBJISIOTCS

3aKOHHOCTB

HEeITPEPHIBHOCTb U KOMIIJIEKCHOCTh oOecriedyeHus 6e30MacHOCTHU
KPUTHUYECKOM MH(POPMalTMOHHOM UHPPACTPYKTYPHI, JOCTUTaeMbIE B
TOM YHKCJIe 3a CYET B3aUMOIeMCTBUS YIIOJTHOMOYEHHEIX (eepaTbHbIX
OpPraHOB MCIIOJITHUTENbHOM BIIACTU U CyOBEKTOB KPUTHUYECKOU
MH(POPMaLMOHHON NHPPACTPYKTYPHI

IIPUOPUTET IIPENOTBPAIleHUsST KOMITBIOTEPHBIX aTak

Crarbs 5. TocymapcTBeHHasi CHCTeMa OOHapyKeHUs,
npeaynpexKaeHusl U THKBHIAIIUH IT0C/IeICTBHH
KOMOBLIOTEPHBIX aTaK Ha HHPOPMaAIIHOHHBIE PECYPCHI
Poccunickon ®enepanuu

1. TocymapcTBeHHas cucteMa OOHapyKeHUs, IpeaynpexXaeHus 1
JIUKBUOAIIUU IOCIEACTBUM KOMIBIOTEPHLIX aTaK Ha MHPOPMaIlUOHHBIE
pecypchl Poccuiickoit Pemepalinu npenctaBisieT coO00M e IUHBIHN
TEPPUTOPHAJIbHO pacIipeesieHHbIM KOMIIJIEKC, BKIIOYAIOIIuM CUIIBL U
CpencTBa, IpedHa3HaYeHHbIe OJIsI O0OHAPYXKEeHUs, TPEeayIpexRKaIeHus U
JIUKBUOALIMU IOCIEACTBUM KOMIBIOTEPHLIX aTaK U pearupoBaHUs Ha
KOMIIbIOTEPHBIE UHIIMOEHTH. B IesiX HacTosAIer CTaThy o[
HH(pOpPMaIlMOHHEIMHU pecypcaMu Poccurickou ®emepanmu
MMOHUMAIOTCS NH(POPMaIlMOHHbLIE CUCTEMEBI, HTH(POPMAIIMOHHO-
TeJIEKOMMYHUKAIIUOHHbIE CETU U aBTOMATU3UPOBAHHEIE CUCTEMEL
yIpaBlieHHus, HaxoOsdamuecsa Ha Tepputopun Pocculickou ®enepanuy,
B OUIJIOMaTU4YECKUX IPEOCTaBUTENbCTBaX U (MJIM) KOHCYJIbCKUX
yupexneHusax Poccurickou ®enepanuu

2. K cunam, npegHa3sHavYeHHBIM IOJIsI OOHapyKEeHU s, IpeayIpexXaeHus
¥ JTUKBUOAIINY TTOCIEOCTBHUIM KOMIBIOTEPHEIX aTaK U pearupoBaHUs Ha
KOMITLIOTEPHBIE MHIIUAEHTHI, OTHOCSITCS



3. CpencTBaMu, IpeHa3HAYEeHHBIMU OJII OOHAPYXKEHUS,
MIpeaynpexXaeHns U TUKBUOAIIMU TOCIEeNCTBUM KOMITLIOTEPHBIX aTakK
1 pearupoBaHUs Ha KOMIIbIOTEPHLIE UHITUOEHTHI, SIBJISIOTCS
TeXHUYeCKHe, IPporpaMMHbIe, ITPOTrPaMMHO-alIlapaTHBIE U UHLIE
cpencTBa [yIsi oOHApyKeHUs (B TOM YHMCIIe [OJIs IOMCKa IMPU3HAKOB
KOMITBIOTEPHBIX aTaK B CETSIX 9JIEKTPOCBSI3U, UCIIOIb3YEMHBIX OIS
OpraHu3alluy B3aUMOIeMCTBHS 00bEKTOB KPUTUYECKOU
MH(POPMaLMOHHON NHPPACTPYKTYPHI), IPEeOyIpexRKaeHUs,
JTUKBUOAIUY IOCIENCTBHUM KOMIBIOTEPHEIX aTaK 1 (MJIx) oOMeHa
nHpopMalumen, Heo6XoauMoOM CyObeKTaM KPUTUUECKOU
MHGOPMALIMOHHOM UHOPACTPYKTYPHI ITPpU 00HaAPYXKEHUH,
NpenynpexXageHuu u (Man) TUKBUOALUU [IOCIEACTBUN KOMIIbIOTEPHBIX
aTak, a TakKxke KpunrorpadguiecKue CpeacTBa 3allliThl TAKOU
nHpopMaIu

4. HauimoHaNnbHBIM KOOPOUHAIIMOHHBIM LIEHTP 110 KOMIIbIOTEPHBIM
WHIUOEHTaM OCYILIECTBISET CBOIO AesTEJIbHOCTh B COOTBETCTBUU C
MMOJIOKEHWEM, YTBEPKIOaeMbIM (defeparlbHbIM OPraHOM
HMCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHEIM B 00J1acTH 00ecIiedyeHus
(yHKIIMOHUPOBaAHUS TOCyOapCTBEHHON CUCTEMBI OOHapyXKEeHUS,
NpenynpexXaeHus U TUKBUOAIUU ITOCTIEACTBUM KOMIIBIOTEPHEIX aTak
Ha nHPopMaInuoHHbIe pecypchl Poccuiickou ®emepanuu

5. B rocymapcTBeHHOU cucTeMe OOHapyXKeHUs, IpenynpexXaeHus 1
JTUKBUOAIUU IOCIEACTBUM KOMIBIOTEPHLIX aTaK Ha MHPOPMaIuOHHBIE
pecypchl Poccuiickoit ®emepalinu oCyIecTBIsIIOTCS cOop,
HaKOIJIeHWe, CUCTeEMaTHU3allusd U aHaln3 HHpopMalluu, KoTopas
IMOCTyIlaeT B HaHHYIO CUCTEMY Yepe3 CPeACcTBa, IpegHa3HauUeHHbIe
oJisi oOOHapyKeHU s, IpPenynpexXaeHus U JINKBUOAIIUU ITOCJIeOCTBUMN
KOMIIbIOTEPHBIX aTakK, UHPOpPMalLMU, KOTOpas IMIpPeaCcTaBiIsgeTCs
CcyObeKTaMU KPUTUYECKOM MHGPOPMAIIMOHHON UHPPACTPYKTYPHL U
demepanbHLIM OPTaHOM MCIOIHUTENIBHOM BIACTU, YIIOJTHOMOYEHHBIM
B oOnactu obecnnedyeHus: 6€30MaCHOCTY KPUTUYECKOU
HH(pOpMalMOHHON NHPPACTPYKTypHl Poccurickou ®enmepaliinu, B
COOTBETCTBUH C epedyHeM MH(POPMAIUU U B IOPSIAKE,
onpenensieMbIMU pedepaabHBIM OPraHOM HCIIOJITHUTEIbHOM BJIACTH,
YIOJITHOMOYEHHEIM B 00J1acTu obecrieueHuss QYHKIIMOHUPOBAHUS
rOCyJapCTBEHHOU CUCTEMBI OOHAPYKEHUS, TPEeAyIpPeXaeHNsT U
JIMKBUOAIIUHU ITOCJIEACTBUYN KOMIIbIOTEPHBIX aTaK Ha MHGOPMaIlMOHHBIE
pecypchl Poccuiickou ®epgepannu, a Takke nHPOpMauu, KoTopas
MOXKET ITPEeNCTaBISIThCS UHBIMU He SIBIISIONIUMUCS CYObEeKTaMU
KPUTUYECKOU MHPOPMAIIMOHHON MHPPACTPYKTYPHl OpraHaMu U
OpTraHU3alMsIMHU, B TOM YHCJIe UHOCTPAHHBIMU U MeXOyHapOOHBIMHU

6. PegepanbHBIU OPraH UCIIOTHUTENbHOU BIaCTH, YIIOJTHOMOYEHHBIN B
obnactu obecnedyeHrss QyHKIIMOHAPOBAHUSA ITOCYyJapCTBEHHOMN
CUCTeMbl OOHapyKeHU s, IpPenynpexXaeHus U JINKBUOAUN
IIOCJIEOCTBUU KOMIIBIOTEPHEIX aTak Ha MH(POPMAaIUOHHEIE PECYPCHI
Poccurickou ®enepanyy, opraHu3yeT B YyCTAHOBJIIEHHOM UM IIOpsSOKe
oO6MeH nHpopMalel 0 KOMIIbIOTEPHBIX UHIIMOEHTaX MEXIY
cyObeKTaMu KPUTHYECKOU MHPOPMAIIMOHHOM UHPPaCTPYKTYPHI, a
TaKXke MeXOy CyObeKTaMi KPUTUYECKOU MH(POPMaIlMOHHOM



MHPPACTPYKTYPHI U YIIOTHOMOYEHHBIMY OpraHaMM MHOCTPAHHBIX
rOCyIapCTB, MEXAYHAPOOHLIMU, MEXKIYHAPOOHBIMU
HeITPaBUTEIbLCTBEHHLIMU OPraHu3alusIMu 1 MTHOCTPAHHBIMU
OpraHu3alusIMU, OCYIIECTBIISIONINMU OesITEIbHOCTh B 001aCTH
pearupoBaHUs Ha KOMITbIOTEPHbIE MHITUOEHTHI

7. IlpemocTaBneHue U3 rOCyqapCTBEHHOM CUCTEMEI OOHAPYXKEHUS,
NpenynpexXaeHus U TUKBUOAUU ITOCTIEeACTBUM KOMIIBIOTEPHEIX aTak
Ha nHpopMaIuoHHbIe pecypchl Poccuiicko ®Pepepanuu CBeAeHUN,
COCTaBISIOUINX TOCYJapPCTBEHHYIO JIMO0 UHYIO OXpPaHAEMYyI0 3aKOHOM
TalHYy, OCYIIECTBISIETCS B COOTBETCTBUHU C 3aKOHOAATEJILCTBOM
Poccutickou ®epepanuu

2. mogpa3nesieHus U OOJIKHOCTHRIE JTUIla (pemepaslbHOTO OpraHa
HMCIOJIHUTEJIbHON BIACTH, YIIOTHOMOYEHHOTO B 001acTu obecriedyeHust
(GyHKIIMOHUPOBaAHUS TOCYyOAapPCTBEHHON CHCTEMBI OOHapPyKEHUS,
NpenynpexXaeHus U TUKBUOAIUU ITOCTIeACTBUM KOMIIBIOTEPHEIX aTak
Ha nHPopMaInuoHHbIe pecypchl Poccuiickou ®emepanuu

2. opraHu3aliysi, co3gaBaeMas peaepalbHBIM OPraHOM
HUCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHBLIM B 00J1acTu 06ecrieueHus
GYyHKIIMOHUPOBAHUS TOCYIapPCTBEHHOM CUCTEMBI OOHAPYXKEHUS,
MpenynpexXaeHus U TUKBUOAIINY ITOCJIEACTBUM KOMIIBIOTEPHBIX aTak
Ha HpopMalMoOHHbIEe pecypchl Poccuiickoit ®emepaiuu, O
obecrieyeHuss KOOPAWHAIIUU [eSITeIbHOCTU CyObEKTOB KPUTUUYECKOMN
MHOOPMAaIIMOHHON NHPPACTPYKTYPHI 10 BOIIpOCaM OOHapyKeHUs,
MpenynpexXaeHus U TUKBUOAIINY ITOCJIEACTBUM KOMIIBIOTEPHBIX aTak
1 pearupoBaHMS Ha KOMIbIOTEPHLIE UHIIUOEHTH (Oaee -
HallMOHAaJIbHBIM KOOPAUHAIIMOHHLINA IIEHTP 10 KOMIIBIOTEPHBIM
HUHIIMOEeHTaM)

2. mogpa3faesieHus U OOJIKHOCTHRIE JTHUIla CyObEeKTOB KPUTUUECKOMN
MH(POPMaLMOHHON MHPPACTPYKTYPHI, KOTOPHLIE IIPUHUMAIOT y4acTue B
oOHapyKeHUH, IIPEeNyINpPeRKIeHNN U TUKBUIAIINY ITIOCIEICTBUA
KOMIIBIOTEPHLIX aTaK U B pearupoBaHNM Ha KOMIIbIOTEPHBIE
WMHIUOEHTHI

Crarbsa 6. ITonmaoMmouus Ilpe3unenra Poccuinckou ®Peaepanuu
M OPraHOB roCyIapCTBEHHOH BJIaCcTH Poccuiickou ®Pemepanuu
B 00/71aCTH 0o0ecnedYeHHsI 0€30MaCHOCTH KPUTHYECKOH
HHPOPMAITHOHHOH HHPPACTPYKTYPHI

1. [Ipe3unent Poccurickou ®egepannu ornpenesieTr
2. [IpaButenscTBO Poccuiickou ®enepaliiy yCTaHaBIUBaeT

3. ®enepaJibHBIN OpPraH UCIOJIHUTEIbHOU BJIAaCTH, YIIOJTHOMOYEHHEIN B
obnacTtu obecneyeHrss 6e30MaCHOCTH KPUTUYECKOM
HHpOpPMalMOHHON NHPPACTPYKTypPHl Poccurickou ®emepannu



4. PepgepalbHBIM OpraH UCIIOIHUTEILHOU BIIACTH, YIIOTHOMOYEHHBIA B
obnactu obecrneueHrss QyHKIIMOHUPOBAHUSA ITOCyJapCTBEHHOM
CUCTeMbl OOHapPYyKEeHU s, IpPenynpexXaeHus 1 JINKBUOAIIUN
IMOCJIEOCTBUU KOMIILIOTEPHBIX aTaK Ha MHPOPMAIIMOHHEIE PECYPCHI
Poccuiickou ®epepanuu

5. ®epepalbHBIYM OPraH UCIIOJIHUTEIbHOM BJIaCTU, OCYIIECTBIISAIOIIUN
¢byHKUIMU 10 BEIpabOTKEe U peanus3alluy rocygapCTBEHHON ITOTUTUKY U
HOPMaTHUBHO-IIPABOBOMY PETYJUPOBAHUIO B 00JIaCTU CBSA3H,
yTBEepKOaeT II0 COTlacoBaHuUIO C ¢hemepanlbHEIM OpraHoM
HCIOJIHUTEJIbHOU BJIaCTH, YIIOJTHOMOYEHHBIM B 00/1aCTH 00ecIie4eHus
GyHKUIMOHUPOBAHUS T'OCyNapCTBEHHON CUCTEMELI OOHAPYXKEHUS,
NpeaynpexXaeHus U TUKBUOAIINY IOCIEeICTBUY KOMIIBIOTEPHBIX aTakK
Ha uHpopMaIMoHHbEIe pecypchl Poccurickoii ®emepanuu, IOPSOOK,
TEeXHUYECKHUEe yCJIOBUS YCTAHOBKU U 3KCILIyaTalluu CPENCTB,
IpegHa3HaYEeHHBIX OJId IIOMCKa IPU3HAKOB KOMIIBIOTEPHEIX aTak B
CeTsX 3JIeKTPOCBA3U, UCIIOJIb3YEMEIX [JI OpraHu3alluu
B3aUMOIENCTBUS 00BEKTOB KPUTUYECKOU MH(POPMAIIMOHHON

MHGPaACTPYKTYPHI

1. OCHOBHEIE HAITPaBIE€HUS T'OCYIapCTBEHHOM MTOTUTUKY B 00/1aCTH
obecreyeHuss 6€30MaCHOCTU KPUTHUUYECKOM MHPOPMAIIMOHHOMN

MHPPACTPYKTYPHI

1. dbemepanbHBIM OpraH UCIIOJIHUTEIbHOMN BIIaCTU, YIIOJTHOMOYEHHBIN B
obnacTu obecrnedueHuss 6€30IIaCHOCTH KPUTUYECKOU
HH(pOpPMaLMOHHON NHPPACTPYKTyphl Poccurickon ®emepanuu

1. dbemepanbHBIM OpraH UCIIOJTHUTEIbHOMN BIIACTU, YIIOJTHOMOYEHHBIN B
obnactu obecrnedueHrss QyHKIIMOHUPOBAHUSA ITOCYyJapCTBEHHOM
CUCTeMbl OOHapYyKeHU s, IpPenynpexXaeHus 1 JINKBUOAIUN
TOC/IeACTBUY KOMIBbIOTEPHBIX aTakK Ha MH(GOPMaLMOHHBIE PECYPCHI
Poccuiickou ®epepanuu

1. IOpAOOK CcO30aHUA U 3aa4dyu roCyqapCTBEHHOU CUCTEMBI
oOHapyXKeHUs, IPeaynpexXaeHus U JINKBUOAIIUN IT0CJIeqCTBUM
KOMITBIOTEPHBIX aTaK Ha MHGPOPMaIIMOHHBIE pPeCYpPCH Poccuiickou
depepanuu

2. IOKa3aTeu KPUTEePHEeB 3HAaYMMOCTH 00BbEKTOB KPUTHUECKOM
MHGOPMALIMOHHOM MHOPACTPYKTYPHI U UX 3HAUEHUS, a TaKKe
ITOPSIOOK ¥ CPOKM OCYIIECTBIIEHUS UX KaTETOPUPOBAHUS

2. IOPSIOK OCYILECTBIEHUS TOCYIapCTBEHHOI'0 KOHTPOJISA B 00/1aCcTH
obecrieueHust 6€30IIaCHOCTH 3HAYUMBIX 00BEKTOB KPUTHUUECKOMU
WH(POPMaLMOHHON NHPPACTPYKTYPHI

2. TTOPSAAOK MOATOTOBKY U UCIIOJIb30BAaHUS PECYPCOB €ONHOMN CETH
91eKTpocBsi3u Poccutickoit ®emepariuu gjisi odecrieueHus
byHKITMOHUPOBAHUS 3HAYUMBIX OOBEKTOB KPUTHUYECKOM
MHOOPMaLMOHHON NHPPACTPYKTYPHI



3. BHOCUT IPEJIOKEHHNS O COBEPIIIEHCTBOBAHNY HOPMATHUBHO-
ITPAaBOBOTO PETYIMPOBaHUs B 00/1acTu obecnedyeHus 6e301MacHOCTH
KPUTUYECKOU MHPOPMaAIIMOHHOU UHPPaCTPYKTYypHI [Ipe3uneHTty
Poccutickou ®egepaunu u (unu) B [IpaButensctBo Poccuiickou
Qepepanuu

3. yTBepXKaaeT NOPSAA0K BeeHUs peecTpa 3HaUUMBIX 0OBEKTOB
KPUTUYECKOU MH(POPMallMOHHONW UH(PPaCTPYKTYPHL U BeOeT HaHHBII
peecTp

3. yTBepxKpaeT (popMy HaAIlpaBJIEHUSI CBEIEHUN O pe3yabTaTax
IIPUCBOEHUS 00BEKTY KPUTHYECKON MHOOPMAIIMOHHOM!
MHPPACTPYKTypPhl OMHOU U3 KaTErOpuil 3HaYUMOCTHU JTO0 00
OTCYTCTBUM HEOOXOOMMOCTU IIPUCBOEHUS €My OOHOM U3 TaKUX
KaTeropuu

3. ycTaHaBnuBaeT TpeboBaHus M0 o0ecriedyeHUI0 0€30aCHOCTHU
3HAYUMEIX 00bEKTOB KPUTHUYECKON MH(POPMAIIMOHHOMN
MHPPACTPYKTYpPHI (TpeboBaHuUs 110 oOecreyeHno 6€30I1acCHOCTH
MHPOPMAaIMOHHO-TEJIEKOMMYHUKAITUOHHBIX CETEM, KOTOPHIM
ITPHCBOEHA OOHAa U3 KaTerOprui 3HAYUMOCTH U KOTOPHEIE BKIIOYEHHI B
peecTp 3HAaUYUMBIX 00BEKTOB KPUTHUYECKOU MH(POPMAIIMOHHOM
MH(PPaCTPyKTYypPH], YCTaHABINBAIOTCS 110 COTJIaCOBAHMUIO C
(bemepanbHBEIM OPTraHOM MCIHOIHUTEIBHOU BIAaCTHU, OCYIIECTBIISIONIUM
byHKIIMY 10 BEIPAOOTKE U peanan3allii I'OCyIapCTBEHHOMN ITOJTUTUKY U
HOPMAaTHBHO-IIPAaBOBOMY PETryJIMPOBaHMUIO B 00J1aCTH CBSI3M), a TaKXKe
TpeboBaHUsI K CO3[aHMNIO CUCTEM 0€30IIaCHOCTU TaKUX 00BEKTOB U
obecreueHuIo ux GyHKIIMOHUPOBaHUS (B 6aHKOBCKOU cepe U B UHBIX
chepax GPUHAHCOBOTO PHIHKA YCTAaHABJIMBAET YKa3aHHbLIe TpeOOBaHUS
110 corjtlacoBaHuio ¢ LleHTpanbHEIM OaHKOM Poccutiickoi ®emepaliniu)

3. OCylleCTBIAET roOCyqapCTBEHHEBIM KOHTPOJIL B 06/1aCcTH
obecreyeHuss 6€30MaCHOCTA 3HAYUMBIX 00 BbEKTOB KPUTUYECKOHU
“HGOPMALIMOHHON NHPPACTPYKTYPHI, a TaK¥kKe yTBepxKaaeT GopMy
aKTa ITPOBEPKH, COCTABIIIEMOIO 10 UTOTAM IIPOBEAEeHUS YKAa3aHHOT' O
KOHTPOJIS

4. BHOCUT IIPEOJIOKEHUS O COBEPILIEHCTBOBAHUU HOPMATHUBHO-
IIPAaBOBOT0O PETYIMPOBaHUs B 001acTu obecrnedyeHus: 6e301MaCHOCTH
KPUTUYECKOU MHPOPMAIIMOHHOU HHPPACTPYKTYPH! [Ipe3uneHTy
Poccuiickou ®epepanun u (unm) B [IpaBuTensctBo Poccuiickon
Odepepanuu

4. co3maeT HAllMOHAJIbHBIY KOOPOVHAIMOHHEIN LIEHTP I10
KOMIIbIOTEPHEIM MHIIMOEHTaM U YTBepXKaaeT [I0JI0KEHUEe 0 HeEM

4. KOOPOUHUPYET AesITEJIbHOCTh CyOBbEKTOB KPUTUYECKOMN
“HGOPMalMOHHOM UHDPACTPYKTYPHI II0 BOoIIpocaM O0HapyKeHUs,
MIpenynpexXaeHus U MTUKBUOALIMY TOCJIEICTBUN KOMITLIOTEPHBIX aTakK
U pearvpoBaHUs Ha KOMIIBIOTEPHBIE UHIINIEHTHI



4. opraHu3yeT U IPOBOOUT OIIEHKY 0€30MaCHOCTH KPUTHYECKOM
MHOOPMaLMOHHON HHPPACTPYKTYPHI

4. omipepensieT nepedeHb nHGOPMaIUU, ITPeaCTaBIsIEMOU B
roCyJapCTBEHHYIO CUCTEMY OOHaApyKEeHHUs, IIpeaynpexXaeHus u
JIMKBUAAIIUHU ITOCJIEACTBUYN KOMIIbIOTEPHBIX aTaK Ha MHGOPMaIlMOHHbBIE
pecypchl Poccuiickou ®enepaliuu, U MOPALOK ee IpeacTaBlIeHUs]

4. yTBepXKaaeT NOPSAAOK MHPOPMUPOBaHUSA pemepabHOT0 OpraHa
HUCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHOTO B 001acTu 00ecIiedyeHus
GyHKUIMOHUPOBAHUS T'OCYyHapCTBEHHON CUCTEMEBI OOHAPYXKEHUS,
IpeaynpexXaeHus U TUKBUOAIINY IIOCIEeICTBUY KOMIILIOTEPHBIX aTakK
Ha uHpopMalMoHHbIe pecypchl Poccutickout ®emepanuu, o
KOMITLIOTEPHBIX MHIIMJEHTAX, pearupoBaHus Ha HUX, IPUHATUS MeEP
10 JIMKBUOAIIUU IOCJIEACTBUN KOMIBIOTEPHBIX aTakK, IPOBEOEHHEIX B
OTHOIIEHUY 3HAYMMBIX 00BEKTOB KPUTUUYECKOM UHDOPMAIIMOHHOMN
MHGPaCTPYKTYPH (B 6@HKOBCKOM chepe U B UHBLIX chepax
(pruHaAHCOBOTO PHIHKA YTBEPXKAAET YKa3aHHBIM ITOPSAOOK II0
cornacoBaHuIo ¢ LleHTpanbHEIM OaHKOM Poccutickoit ®emepalium)

4. yTBEepKOaEeT MOPSAAOK oOMeHa UH(popMalell 0 KOMIbIOTEPHBIX
WHIMJEeHTaX MeXay CyObeKTaMu KPpUTU4YeCKOoN nHPOpMaImOHHOMN
MHGPaCTPYKTYPH, MeXKOYy CyObeKTaMU KPUTUUYECKOU
HHPOPMaIMOHHON HHPPACTPYKTYPH ¥ YIIOITHOMOYEHHBIMU OpraHaMu
MHOCTPaAHHBIX I'OCYOapCTB, MeXXOYHapOOHBIMH, MEXKOYHapOOHBIMHU
HEeNPaBUTEIbCTBEHHBIMU OPTaHU3AIUSIMU U UHOCTPAHHBIMU
OpTraHU3alMSIMHU, OCYIIECTBISIONINMHU OesITEIbHOCTh B 001acTU
pearupoBaHUs Ha KOMIIbIOTEPHBIE UHIIUIEHTHI, a TaKXKe ITOPSAI0K
MMOJIy4YeHUsI CyObeKTaMMu KPUTHUYEeCKON NHPOPMaIMOHHOMN
MHOPACTPYKTYPHI HHPOPMAIUK O CPeICTBaxX U criocobax IIpoBeIeHus
KOMITLIOTEPHBIX aTaK ¥ 0 METO[axX UX NpeaynpexkRaeHus u
oOHapyXKeHUus

4. opraHu3yeT YCTAaHOBKY Ha 3HAYMMBIX 00beKTaX KPUTUUYECKOM
HH(POPMaLMOHHON NHPPACTPYKTYPHL ¥ B CETAX 3JIEKTPOCBSA3H,
HUCIIONIb3YEMBIX /IS OPraHM3allii B3auMOAEeUCTBUS 0OBHEKTOB
KPUTUYECKOU MHPOPMAIIMOHHON UHPPACTPYKTYPHI, CPELCTB,
MMpegHa3HaYeHHBIX OJIs OOHAPYXKEeHUs, IPenynpexXaeHus 1
TUKBUOAIIUY IOCIENCTBHUM KOMIBIOTEPHLIX aTaK U pearupoBaHUs Ha
KOMITbIOTEPHBbIE MHIIUOEHTHI

4. ycTaHaBIMBaeT TpeOOBaHUS K CpeICTBaM, IpeaHa3HaYeHHBIM OIS
oOHapyXKeHUs, IpeayInpexXaeHus U JINKBUAAIIUU IT0CJIeACTBUMN
KOMITLIOTEPHBIX aTaK ¥ pearupoBaHUs Ha KOMITbIOTEPHBbIE UHIIUAEHTHI

4. yTBepKOaeT MOPSAOOK, TEXHUUYECKHUE YCIIOBUS YCTAHOBKU U
9KCILTyaTallud CPEACTB, ITpefHa3HaYeHHBIX OJId OOHapyKeHUs,
NpenynpexXaeHus U TUKBUOAIIUU ITOCTIEACTBUM KOMIIBIOTEPHBIX aTak
1 pearupoBaHMUS Ha KOMIObIOTEPHLIE HHIIUOEHTHI, 3@ UCKITIOUEHUEM
CPe[CTB, IpefgHa3HaYEeHHBIX O/ MONCKAa ITPU3HAKOB KOMITbIOTEPHBIX
aTak B CETSX 9JIEKTPOCBSI3U, UCIIOIb3YEMBIX OJISI OpTaHU3alluu
B3aMMOJIEMCTBUS 00BEKTOB KPUTHUYECKON MHPOPMAIIMOHHOM



MHPPacCTPYKTypH (B 0aHKOBCKOM cdepe U B UHBIX chepax
(prHAHCOBOTO PHIHKA YTBEPXKOAET YKa3aHHbIE OPSIOOK U
TEXHUYECKHUE YCIIOBUS 10 COrlacoBaHUIO ¢ LleHTpanbHLEIM OaHKOM
Poccurickou ®enepanun)

Craths 7. KaTeropupoBaHue 00bEKTOB KPUTHUYECKOH
HHPOPMAITHOHHON HHPPACTPYKTYP5bI

1. KaTteropupoBaHue 00beKTa KpUTUYECKOM NHPOPMAITMOHHOMN
MHPPACTPYKTYpPHI IPeACcTaBisieT CO00M yCTaHOBIEHNE COOTBETCTBUS
00BbeKTa KPUTUUYECKON MHPOPMAIIMOHHON NHMPACTPYKTYPHI
KPUTEPUSIM 3HAaYMMOCTH U MOKa3aTeNIsaIM X 3HAaUEeHUM, IIPHUCBOEHNE
eMy OHOU U3 KaTeropui 3HaYMMOCTHU, IIPOBEPKY CBEAEHUHN O
pe3ynbTaTax ee MPUCBOEHUS

2. KaTeropupoBaHU€e OCYIIIECTBIIIETCS UCXOIS U3

3. YcTaHaBnuBalOTCS TPU KaTETOPUM 3HAYUMOCTHU 00BEKTOB
KPUTUYECKON MHGOPMalMOHHOM UHPPACTPYKTYPHI - IIEpBasi, BTOpas u
TPEeThs

4. CyObeKTH KPUTHYECKOM MH(pOpMaIMOHHON NHGPACTPYKTYPHI B
COOTBETCTBUU C KPUTEPUSIMU 3HAYMMOCTHU U ITOKa3aTeJIAIMU UX
3Ha4YEeHUU, a TaKXKe NOPSIOKOM OCYIIeCTBIIEHNUS KaTerOpUPOBaHUS
[IPUCBAUBAIOT OOHY U3 KaTerOpuil 3HaYMMOCTHU IpUHaajeXxalliuM UM
Ha ITpaBe COOCTBEHHOCTH, apeHAbl UJIM MHOM 3aKOHHOM OCHOBaHUU
00beKTaM KPpUTHYECKOU MHGPOPMAIIMOHHON NHGPACTPYKTYpH. Ecnu
00BEKT KPUTUYECKON MH(POPMAIlMOHHON NHGPACTPYKTYPH HE
COOTBETCTBYET KPUTEPUSAM 3HAUMMOCTH, ITOKA3aTeIIM 3TUX
KPUTEPUEB U UX 3HAYEHUAM, eMy He [IpUCBauBaeTCs HU OJHA U3
TAKUX KaTeropuu

5. CBefieHUs O pe3ynabTaTaX IIPUCBOEHUSI 00BbEKTY KPUTUUYECKOHN
MHPOPMaIMOHHON NHPPaACTPYKTYPHI OOHOM U3 KaTEerOpUU
3HAYUMOCTHU JIL00 00 OTCYTCTBUU HEOOXOOUMOCTH ITPUCBOEHUS €My
OOHOU M3 TaKWX KaTeropuil CyObeKThl KPUTHUYECKOU
HH(POPMaLMOHHON NHPPACTPYKTYPHL B IMCbMEHHOM BHUE B
OEeCATUOHEBHBLIU CPOK CO OHS NIPUHATHUS UMHU COOTBETCTBYIOIIETO
pellleHusT HalpaBisioT B ¢pefgepanabHbIi OPTaH UCIIOTHUTETbHOMN
BJIACTH, YIIOJTHOMOYEHHBIN B 00/1acTu obecnedyeHusi 6e30MaCHOCTH
KPUTHUYECKOU NH(POpPMallMOHHOM UH(PpacTPyKTyphl Poccuiickoi
depepanuy, 0 YTBEPKIAEHHOU UM popMe

6. ®emepasbHBEIM OpPraH UCIOJIHUTEIBHOU BJIAaCTH, YIIOJTHOMOYEHHEIN B
obnacTtu obecrnedyeHrss 6e30MaCHOCTH KPUTUYECKOM
HHpOpMalMOHHON NHPPaACTPYKTypHl Poccurickou ®enmepainu, B
TPUALATUAHEBHBIM CPOK CO OHSA MOJY4YEHHUs CBedeHNl, YKa3aHHBIX B
YacTU 5 HACTOSIIIEN CTaTby, IIPOBePseT coOMoneHue MopsiaKa
OCYILIECTBJIEHUSI KAaTETOPUPOBAHMUS U IIPaBUJIbHOCTH IIPUCBOEHUS
00BEKTy KPUTUUECKOU NHPOPMAIIMOHHON NHMPACTPYKTYPhI OOHOM U3



KaTeropui 3Ha4YuMOCTHU JIMO0 HEMPHUCBOEHUS €My HU OJHOMN U3 TaKUX
KaTeropuu

7. B cny4dae, ecnu cyObeKTOM KPUTUYECKOM MH(POPMAIITMOHHOU
MHOPACTPYKTYPHI COOMIONEH ITOPSAIOK OCYIIIEeCTBIEHUS
KaTeropupoBaHUs U IPUHAAJIekKallleMy eMy Ha IIpaBe
COOCTBEHHOCTH, apEeHIbl UJIM MHOM 3aKOHHOM OCHOBAHUU OOBEKTY
KPUTHUYECKOU MH(POPMallMOHHOM UH(PPaCTPYKTYyPhl IPaBUIIBHO
MIPHUCBOEHAa OOHaA U3 KaTeropuu 3Ha4YUMOCTH, (efgepalbHbIN OpraH
HMCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHEIN B 00J1acTH 00ecIieueHus
0€e30I1acCHOCTU KPUTHUYECKOU MH(pOPMaIIMOHHON NHGPACTPYKTYPHI
Poccutiickoit ®egepaliiii, BHOCUT CBEIeHUS O TAKOM O0OBEKTe
KPUTUYECKOU MHPOPMAIUOHHOU UHPPaCTPYKTYPHI B pEECTP
3HAYUMEIX 00bEKTOB KPUTHUYECKON MH(POPMAIIMOHHOMN
MHPPaCTPYKTYPH], O UEM B HECATUOHEBHBLIU CPOK YBEOOMIISETCS
CYOBEKT KPUTUYECKOM MHGPOPMAITMOHHON NHPPACTPYKTYPHI

8. B cnyuae, ecnu ¢pegepanabHBIM OPraHOM HMCIIOJTHUTENBHOM BIACTH,
YIIOJIHOMOY€EHHBLIM B 00J1acTu obecriedeHus 6€30I1aCHOCTU
KPUTHUYECKOU MH(POPMallMOHHOU UH(PpacTPyKTypHl Poccuiickou
depepalinu, BLIIBIIEHL HapyILIEHUS IOPSAKa OCYyIIeCTBIIEHUS
KaTeropupoBaHus U (Ui1) 00bEeKTY KPUTUYECKON MHPOPMAIIMOHHOMN
MHPACTPYKTYPHI, IPUHAIIeXkKaIllleMy Ha IpaBe COOCTBEHHOCTH,
apeHObl UM UHOM 3aKOHHOM OCHOBAHUM CYOBEKTY KPUTUYECKOMU
HGOPMaIMOHHON NHPPaCTPYKTYPH, HEIPaABUIbHO IPUCBOEHA OOHA
13 KaTeropui 3HauMMOCTH U (UJ111) He0OOOCHOBAHHO He MPUCBOEHA HU
OOHAa U3 TaKUX KaTeropuu u (unm) cyObeKTOM KPUTUYECKOU
HHpOPMaLMOHHON NHPPaACTPYKTYPHl IIPEACTaBI€Hb HEIIOIHBIE U
(1nM) HEeOOCTOBEPHLIE CBENEHHUS O pe3y/ibTaTax IPUCBOEHUS TaKOMY
00BEKTYy KPUTUUYECKON HHGOPMAIIMOHHON NHGPACTPYKTYPHI OIHON 13
KaTeropui 3Ha4uMOCTHU JTHO00 00 OTCYTCTBUU HEOOXOOUMOCTHU
IIPHUCBOEHUS €My OJHOU M3 TaKUX KaTeropui, peaepanbHbIi Oprad
HUCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHEIN B 00J1acTH 00ecIieueHus
0e30IIacCHOCTU KPUTHUYECKOU MH(POPMAIIMOHHON NHGPACTPYKTYPHI
Poccuiickou ®epepalivu, B JeCATUOHEBHBIM CPOK CO OHS
TIOCTYIIJIEHUS IIPECTaBI€HHBIX CBeIeHU BO3BpalllaeT UX B
NMCbMEHHOM BUIE CYOBEKTy KPUTUUECKOU MH(POPMALOHHON
MHPPACTPYKTYPhl C MOTUBUPOBAHHBIM 000CHOBAHUEM ITPUYUH
BO3BpaTa

9. CyOBbeKT KpUTUYECKOM MHGPOPMAIITMOHHON MHPPACTPYKTYPHI ITOCIIE
MOJTy4YeHUSI MOTUBUPOBAHHOTO 000CHOBaHUS IIPUYNH BO3BpaTa
CBeIeHUM, YKa3aHHBIX B YaCTHU 5 HACTOSIIIEN CTaTby, He 0ojiee YeM B
OEeCATUIHEBHBIY CPOK YCTPAHSIET OTMEeYeHHBIe He[JOCTaTKU U
IIOBTOPHO HaIlpaBIseT TaKue CBeIeHus B henepaibHBIU OpraH
HMCIIOJITHUTEJIbHON BIaCTH, YIIOJTHOMOYEHHHBIN B 00/1aCTU 00ecedeHus
0e30I1acCHOCTH KPUTHYECKOU MH(POPMaIlMOHHON NHGPACTPYKTYPHI
Poccutickou ®epepanuu

10. CeepeHust 00 OTCYyTCTBUM HEOOXOAMMOCTH IIPUCBOEHUS 0OBEKTY
KPUTUYECKON MHGOPMalMOHHON UHDPACTPYKTYPhl OOHOM U3
KaTeropui 3HaYMMOCTH II0CJIe UX ITPOBEPKU HAINlPaBISIOTCS



(pemepanbHBIM OPraHOM KUCIIOJTHUTEJILHOU BJIACTH, YIIOJIHOMOYEHHBIM
B oOnactu obecneuyeHusi 6€30MaCHOCTY KPUTUYECKOM
“HPOpPMaMOHHON MHPPACTPYKTyphl Poccutickoi ®epmepaiiuu, B
roCyapCTBEHHYIO CUCTeMY OOHaApyKEeHHUs, IIpeaynpexXaeHus u
JIUKBUOALIMU IOCIEACTBUM KOMIIBIOTEPHLIX aTaK Ha MHPOPMaluOHHBIE
pecypcsl Poccurickou ®egepallny, 0 4YeM B JECATUAHEBHBIU CPOK
YBEIOMIISIETCS CYOBEKT KPUTHUUYECKON MHPOPMAIIMOHHOMN

MHGPaACTPYKTYPHI

11. B ciiyyae HenpeacTaBleHUsSI CyObEKTOM KPUTUYECKOHN
MHOOPMAIIMOHHON MHOPACTPYKTYPhl CBeOeHNM, YKa3aHHBIX B YaCTU 5
HaCTOSIIeN CTaThbH, PemepanbHBI OPTaH UCIOJHUTEIbHOM BIIACTH,
YIIOJTHOMOYEHHBIN B 00J1acTu 0becrieueHrss 6€3011aCHOCTH
KPUTUYECKOU MHPOPMaAIIMOHHOM UHPPaCTPYKTYpPrl Poccuiickou
depmepanuu, HapaBlsgeT B apec yKa3aHHOTO Cy0ObeKTa TpeOoBaHUE O
He0oO0XOOUMOCTHU COOJIIONEHMS ITOJI0KEHNM HaCTOSAIIEN CTaTbU

12. KaTeropus 3Ha4YMMOCTH, K KOTOPO¥ OTHECEH 3HAYUMBIN 0OBEKT
KPUTHUYECKOM MHPOPMAIMOHHON UHPPACTPYKTYPHI, MOXKET OBITH
W3MeHeHa B MOpPsaKe, IPegJyCMOTPEHHOM OJI1 KaTerOPUPOBaHUs, B
CIIeOyIOIUX Cliydasax

2. coumanbHOM 3HAYMMOCTH, BEIPaXKalIIelCcs B OLIeHKEe BO3MOXKHOT 0O
yinep0a, IPpUYNHSIEMOT0 XKNU3HU UJIHU 3[00POBLIO JII0JEeH, BO3MOXKHOCTHU
IpeKpalleHns UiIU HapylleHusI QyHKIMOHUPOBaHUS 00BEKTOB
obecrieyeHUs XKU3HEOESATEILHOCTY HaCceJIeHUs, TPaHCIIOPTHOM
MHPPaACTPYKTYpPHI, CETEN CBSI3U, a TaKKe MaKCUMaJIbHOM BPEMEHU
OTCYTCTBUS OOCTyIla K TOCyJapCTBEHHOU yCIIyTe OJid IojlydaTesen
TaAKOU YCIIyT'U

2. IIOTUTUYECKON 3HAYUMOCTH, BEIpazKaloIlelcs B OlleHKe
BO3MOZXKHOTO IpUUYMHEHUS yilepba mHTepecaM Poccurickou
depmepalyu B BOIIpOCax BHYTPEHHEN 1 BHEIIIHEU ITOJTUTUKH

2. DKOHOMHYECKOM 3HAUYMMOCTH, BhIpaXKalollleics B OlleHKEe
BO3MOZKHOTO IPUYNHEHUS IPSIMOTO ¥ KOCBEHHOTrO yiiep6a cy0beKTam
KPUTHUYECKOM MH(POPMallMOHHOM UHPPACTPYKTYPHI U (11u) OoaxkeTam
Poccurickou ®epgepanuu

2. 9KOJIOTUYECKOM 3HAYMMOCTH, BEIPaXKaloIIeNCcs B OIIEHKEe YPOBHSI
BO3[EeMCTBUS Ha OKPYKaAIOIIyI0 Cpemy

2. 3HQUUMOCTHU 00beKTa KPUTUYECKOU MH(POPMAaIIMOHHOMI
MHPACTPYKTYPHI Iy1s1 oOecnedyeHus1 000POHBI CTPaHHBI, 6€30MaCHOCTH
rocymapcTBa M IIpaBomopsaKa

12. 10 MOTUBHPOBAaHHOMY pelIeHUI0 pemeparbHOTO OpraHa
HUCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHOTO B 001acTu 00ecIleyeHus
0e30IIaCHOCTH KPUTHYECKON NHPOPMAIIMOHHOM NH(GPACTPYKTYPHI
Poccuiickoit ®egepaliiu, IPUHSITOMY 110 pe3yJibTaTaM IIPOBEPKH,
ITPOBEIEHHOM B paMKaX OCYIIECTBIIEHUS I'OCydapCTBEHHOT0 KOHTPOJIS



B oOnactu obecnedyeHusi 6€30MaCHOCTY 3HAYUMBIX 00 BEKTOB
KPUTUYECKOU MHPOPMAIIUOHHON NHPPACTPYKTYPHI

12. B cinydyae u3MeHeHUs 3HaYUMOT0 00beKTa KpUTUUECKOM
HHPOPMaIMOHHON NHPPACTPYKTYPH], B pe3y/IbTaTe KOTOPOT0 TaKOou
00BEKT IIepecTall COOTBETCTBOBATh KPUTEPUSIM 3HAUMMOCTHU U
TOKa3aTelsIM UX 3HaYeHUM, Ha OCHOBAHUU KOTOPHIX eMy Oblia
MIPHUCBOEHa OlpenesieHHass KaTeropus 3Ha4MMOCTHU

12. B CBSI3M C IUKBHUAIIMEN, peopraHu3alinei cyobeKTa
KPUTHUYECKOU NH(POPMallMOHHOU UH(PPaCTPYKTYPHL U (1K)
M3MEeHEHUEM ero OpraHu3alliOHHO-IIPaBOBOM ()OPMEI, B pe3yabTaTe
KOTOPBIX OBIJIM U3MEHEHHI JINO0 yTpaueHbl IPHU3HaKu Cy0ObeKTa
KPUTUYECKOU UH(POPMaMOHHONU UH(PPaCTPYKTYPHI

Crarbsa 8. PeecTp 3HAYHUMBIX 00bEKTOB KPUTHYECKOH
HHPOPMAITHOHHON HHPPACTPYKTYP5bI

1. B 1enax ydyeTa 3HaUUMBIX 00BEKTOB KPUTUYECKOM
MHGOPMaLMOHHON HMHPPACTPYKTYpPHI hefepaabHbI Opral
HUCIIOJTHUTEJIbHOM BJIACTH, YIIOJTHOMOYEHHBIN B 00J1acTU 00ecIieueHus
0e30MaCHOCTY KPUTUYECKOM MHPOPMAIIMOHHON UHPPACTPYKTYPHI
Poccutickoit ®epepaliiu, BeieT PEECTP 3HAYUMBIX 00HEKTOB
KPUTHUYECKOU UH(POPMallMOHHONU UHPPaACTPYKTYPHI B YCTaHOBJIIEHHOM
UM Topsiake. B maHHBIM peecTp BHOCSATCS CIIeOYIOIIUe CBeOeHUs

2. CBeqieHUs U3 peecTpa 3HAYMMBIX 00bEKTOB KPUTUUYECKOU
HMHPOPMaIMOHHON NHPPACTPYKTYyPhl HAaIPaBIAIOTCSA B
rOCyIapCTBEHHYIO CUCTEMY OOHApPYXKEHUS, ITPEeAyInpexXaeHnuss u
JTUKBUOAIUU IOCIEACTBUM KOMIBIOTEPHLIX aTaK Ha MHPOPMaIUOHHBIE
pecypchl Poccuiickou ®enepanuu

3. B cnny4dae yTpaThl 3HAUUMBIM O0OBEKTOM KPUTHUYECKOU
HMHPOPMaIMOHHON NHPPACTPYKTYPHl KaTETOPUU 3HAYMMOCTHU OH
HCKII04YaeTcsa emepalbHBIM OPraHOM HCIIOJITHUTEIbHON BJIACTH,
YIIOJTHOMOYEHHBIM B 0071acTH o0ecriedyeHus: 6€301MacCHOCTH
KPUTUYECKOU MHPOPMaALIMOHHOU UHPPaCTPYKTYpPhl Poccuiickou
denmepanuu, U3 peecTpa 3HAYMMBIX 00bEKTOB KPUTUUYECKOH
MHPOPMaLMOHHON NHPPACTPYKTYPHI

1. HauMeHOBaHUE 3HAYUMOT0 00OBbEKTAa KPUTUYECKOU
HMHPOPMaIIMOHHON NHPPACTPYKTYPHI

1. HauMeHOBaHUE CYyObeKTa KPUTUYECKOU MH(POPMaIIMOHHOU
HMHPPaCTPYKTYPHI

1. cBemeHUSs 0 B3aUMOJENCTBUU 3HAUMMOT'0 00beKTa KPUTUUYECKOMN
MH(POPMaILMOHHON HHPPACTPYKTYPHL U CETEN 3TTEKTPOCBA3U



1. cBemeHHs O NUlle, IKCIIyaTUPYIONIeM 3HaYUMBIH 00BEKT
KPUTHUYECKOU NH(POPMallMOHHOM UH(PPaCTPYKTYPhI

1. KaTeropus 3HaYMMOCTH, KOTOpPasi IPHUCBOEHA 3HAYNMOMY OOBEKTY
KPUTHUYECKOH NHPOPMAIIMOHHON HHPPACTPYKTYPHI

1. cBejeHHUS O MPOrpaMMHEIX ¥ IPOTrPaMMHO-aNIapaTHRIX CPeOCcTBax,
HUCIIONb3YEMBIX Ha 3HAYUMOM O0OBEKTE KPUTUUECKOUN
HH(POPMaLMOHHON NHPPACTPYKTYPHI

1. MepHI, TpUMeHsIeMbIe 1 obecriedeHuss 0€30IMaCHOCTH 3HAYHMMOTI'0
00beKTa KpUTUUYECKOU NHPOPMAIIMOHHON MHPPACTPYKTYPHI

Craths 9. IIpaBa ¥ 005I13aHHOCTH CYObEKTOB KPUTHYECKOH
HHGPOPMAITHOHHOH HHPPACTPYKTYPHI

1. CyOBbeKTHl KPUTUYECKON MH(POPMallMOHHON UHPPACTPYKTYPhI
UMeEIOT IIPaBo

2. CyObeKTH KpUTUYECKON MH(POPMAIIMOHHON NHPPACTPYKTYPHI
00s13aHBI

3. CyObeKThl KpUTHUYECKOU MH(POPMAIIMOHHON NHPPACTPYKTYPHI,
KOTOPHIM Ha IpaBe COOCTBEHHOCTH, apeHObl NI UHOM 3aKOHHOM
OCHOBAHUU ITPUHAJIeXKAT 3HaUYNMble 0OBEKThH KPUTUYECKOM
MHGOPMAaIIMOHHON NHPPACTPYKTYPH], HapPsOy C BEIIIOTHEHHEM
00s13aHHOCTEN, IPEAYCMOTPEHHBIX YaCThIO 2 HACTOSIIEN CTaThH,
Takxke 00s3aHbI

1. monmy4aTs OoT deieparbHOTO OpTraHa UCIOTHUTEJIbHOM BIIaCTH,
YIIOJTHOMOYEHHOT0 B 061acTu obecriedyeHusi 0€30IacCHOCTHU
KPUTUYECKOU MHPOPMaAIIMOHHON UHPPaACTPYKTYpPrl Poccuiickon
denepanuu, nHGOpPMaIINiO, HEOOXOOUMYIO IJIsi 00ecedeHust
0e30MaCHOCTH 3HAYUMBIX 00bEKTOB KPUTUUYECKON MHMOPMAIIMOHHON
MHGPACTPYKTYPHI, IIPUHAAJIEKAIINX UM Ha paBe COOCTBEHHOCTH,
apeHObl UJIX MHOM 3aKOHHOM OCHOBAHUH, B TOM 4YHCJIe 00 yrpo3ax
O6e3omacHOCTH oOpabaThiBaeMOl TaKMMU 00beKTaMu UHpoOpMaluy 1
YSI3BUMOCTHU ITPOTrPaMMHOT0 obecriedyeHusi, 000pymoBaHUS U
TEeXHOJIOTHUM, UCIIOJIb3YyEMBIX Ha TAaKUX 00BbeKTax

1. B IOpsiiKe, YCTaHOBJIEHHOM (pemepabHBIM OPraHOM
HUCIIOJTHUTEJILHOM BJIACTH, YIIOJTHOMOYEHHEIM B 00J1acTH 00ecriedyeHus
(GyHKIIMOHUPOBaAHUS TOCYyOapCTBEHHON CUCTEMBI OOHapyKeHUS,
NpenynpexXaeHus U TUKBUOAIUU ITOCTIEeACTBUM KOMIIBIOTEPHEIX aTak
Ha nHpopManuoHHbIe pecypchl Poccuiickou ®emepalivu, MoaIy4daTh OT
yKa3aHHOT'0 opraHa MH(pOpMaIluio 0 CpeACcTBax U crocobax
MIPOBEOEHUsI KOMIIbIOTEPHEBIX aTakK, a TaKXKe 0 MeTogax ux
peaynpexneHus u o0HapyKeHUs



1. npu HanMu4Yuu corjacus pemepasbHOro OpraHa UCIOJIHUTEIbHOM
BJIaCTH, YIIOTHOMOYEHHBIM B 00/1acTy o0ecnedyeHus
byHKIIMOHUPOBAHUS TOCYyOapPCTBEHHON CUCTEMEI OOHAPYXKEHHUSI,
MIpeaynpexaeHus U TUKBUOAIINY TOCIEeICTBUY KOMITbIOTEPHBIX aTakK
Ha nH(popMauoHHLIEe pecypchl Poccuiickoit ®emepanuu, 3a CBOU CYET
mpuoOpeTaTh, apeHI0BaTh, YyCTaHABIMBATEL M 00CITYKUBATh CPEICTBA,
IIpegHa3HaYeHHbIE I/Isi OOHAPYXKEHUS, TPEeayIpexRKaeHus U
JTUKBUAIUY IOCIENCTBHUM KOMIBIOTEPHLIX aTaK 1 pearupoBaHUs Ha
KOMITbIOTEPHEIE UHITUIEHTHI

1. paspabaThiBaTh U OCYIIECTBISATH MEPOIIPUSITUS 10 0OECIIEYEHUIO
0e30MaCHOCTY 3HAYUMOT0 00BbEKTa KPUTUYECKON NH(POPMAIITMOHHOMN

MHPPaCTPYKTyPHI

2. He3aMe[JIUTEeIbHO HHPOPMUPOBATh O KOMIBIOTEPHEIX MHITUAEHTaX
(emepanbHBIM OpraH UCHOJIHUTEIBHOU BJIACTHU, YIIOTHOMOYEHHBIN B
o6actu obecrieuyeHUss QYHKIIMOHUPOBAHUS TOCYIapCTBEHHOM
cuCTeMbl OOHapyXKeHU s, IpPenynpexXaeHnus U JINKBUOALIUN
MMOCJIECTBUYM KOMITbIOTEPHHIX aTakK Ha MH(GOPMAaIMOHHBIE PECYPCHI
Poccuiickoit ®egepanuu, a Takxke LleHTpanbHbIM 0aHK Poccuiickom
depmepauuu (B ciaydae, eClid CyObEKT KPUTHYECKOM MHPOPMaAIlMOHHOMN
MHGPaACTPYKTYPHl OCYIIECTBIISIET AesITeJIbHOCTh B 6aHKOBCKOM cdepe
U B UHBIX cepax (MHAHCOBOTO PhHIHKA) B YCTAHOBJIEHHOM yKa3aHHBIM
demepanbHLEIM OPraHOM HCIIOJIHUTEILHOM BIIACTU MOpPsSOKe (B
0aHKOBCKOM cdepe u B UHHBIX chepax GUHAHCOBOTO PhIHKA YKa3aHHBIN
MMOPSAOOK YyCTaHaBJIMBAETCS IO COTJIaCOBaHUIO C LleHTpanbHBIM
6aHKOM Poccutickoit ®emepariunu)

2. OKa3bIBaTh CONEMCTBUE MOJIZKHOCTHBIM JIHIlaM (pemepaabHOTro
opraHa HUCHOJIHUTEIbHON BJIACTH, YIIOTHOMOYEHHOT' 0 B 00J1aCTH
obecnieyeHuss QyHKIIMOHUPOBAHMS TOCYyHapCTBEHHOMN CUCTEMBI
oOHapyXKeHUs, IpeaynpexXaeHus U JINKBUOAIIUU IT0CJIeACTBUMN
KOMIIBIOTEPHBIX aTaK Ha MH(POPMaIMOHHBIE PeCYPCH Poccuiickou
denepanuu, B 00HAPYKEHUU, ITPEAYIPEeXRIeHNN U INKBUOAITUYN
IMOCTIEICTBUYM KOMITbIOTEPHBIX aTaK, yCTAHOBIIEHUU IIPUYMNH U YCIIOBUU
BO3HUKHOBEHUST KOMIBIOTEPHLIX HHIIMIEHTOB

2. B cJly4ae YCTAaHOBKHU Ha 00beKTaxX KPpUTUYECKON MH(POPMallMOHHOU
MHGPaACTPYKTYPHl CPEACTB, IpegHa3HaYeHHBIX OJIs1 0OHapyXKEeHU,
IpenynpexXOeHus U JUKBUOALMU IOCJIEACTBUM KOMIILIOTEPHBIX aTakK
¥ pearvpoBaHUs Ha KOMIIBIOTEPHBIE UHIIUAEHTH], 00ecrieunuBaTh
BBINIOJTHEHME NTOPSAOKA, TEXHUYECKUX YCJIIOBUY YCTAHOBKU U
9KCITyaTalluld TaKUX CPENCTB, UX COXPAaHHOCTh

3. cobmomaTh TpeboBaHus 0 oOecrnedeHnio 0e30IIaCHOCTH 3HAYNMBIX
00BEKTOB KPUTUUECKON MHGOPMAIIMOHHON NHMPACTPYKTYPHI,
yCTaHOBJIEHHBIE (pefiepaIbHbIM OPraHoOM MCIIOJTHUTEILHOM BIACTH,
YIIOJTHOMOYEHHBIM B 0071acTU o0ecriedeHus: 6€301MacHOCTH
KPUTUYECKOU MHPOPMAIIMOHHON UHPPaCTPYKTYpPhl Poccuiickou
depepanuu



3. BHITIOJIHATH MTPEAIINCaHUS JOMXKHOCTHBIX TUIl hefeparIbHOTO
opraHa MCHOJIHUTEIbHOU BJIACTU, YIIOTHOMOYEHHOTO B 00/1aCTH
obecreueHus: 6€30IIaCHOCTHU KPUTUYECKON MH(POPMAIMOHHOM
nHPpPacTPyKTyphl Poccutickoit ®enmepaiuu, 06 yCTpaHEHUHN
HapyLUIeHu# B 4acTU coOmofgeHus1 TpeOoBaHUM 110 00ecClieYeHnI0
06€e30ITaCHOCTHY 3HAYMMOT0 00beKTa KPUTHUECKOM MHPOPMAIIMOHHOMN
MHPPACTPYKTYpPhI, BEIJaHHbIE 3TUMU JIMI[aMU B COOTBETCTBUU CO
CBO€el KOMIIeTeHIIueu

3. pearupoBaTh Ha KOMIbIOTEPHBIE UHIIMIEHTHl B IOPSOKE,
yTBepKIOeHHOM (pemepanbHBIM OPraHOM HUCIIOTHUTEJILHOU BIIACTH,
YIIOJTHOMOYEHHHBIM B 00J1acTu obecrieueHuss QyHKIIMOHUPOBAHU S
rOCyIapCTBEHHOM CUCTEMBI OOHAPYKEHUSI, ITPENyIPexXaeHnus U
JIUKBUOAIIUY ITOCJIEACTBUM KOMIIBIOTEPHEIX aTaK Ha WHGOPMAIIMOHHEIE
pecypchl Poccuiickoit Pemepaliu, IpuHUMAaTh MePHI 10 TUKBUOAIINHA
TTOCJIEACTBUYN KOMIIbIOTEPHHEIX aTaK, IPOBEIEHHBIX B OTHOIIIEHUH
3HAYMMEIX 00BEKTOB KPUTHUYECKON MH(POPMaIlMOHHOMN

MHPPaCTPYKTyPHI

3. obecneunBaTh OE€CIIPENATCTBEHHBIN HOCTYII OOIXKHOCTHBIM JIUIlaM
(pemepanbHOTrO OpraHa UCHOJTHUTEIBHON BJIACTU, YIIOTHOMOYEHHOTO B
o6mactu obecrieuyeHuss 6€30aCHOCTU KPUTUUYECKOM
vHpOpPMaUMoOHHOU UHPPacTPyKTyphl Poccuiickoit ®epepanuu, K
3HAYUMEIM 00beKTaM KPUTHUUYECKOM MHGOPMAIIMOHHOM’
MHQPACTPYKTYpPHI IPU peanu3aluy 3TUMU JIULAMU IOJTHOMOYUY,
IpenyCcMOTpPeHHEIX cTaThbell 13 HacTosamero PegepanbHOro 3akoHa

Crarbsi 10. CucreMa 6€30IIaCHOCTH 3HAYUMOI'O 00bEKTa
KPUTHYECKOH HHPOPMAITHOHHON HHPPACTPYKTYPHI

1. B nensx obecneuenHusi 6e30MaCHOCTHA 3HAYUMOT'0 00BbEeKTa
KPUTHUYECKOU MH(POPMallMOHHOU UHPPaCTPYKTYPHI CYyOBEKT
KPUTUYECKOU MHPOPMAaIIUOHHONU NHPPACTPYKTYPhl B COOTBETCTBUHU C
TPeOOBaHUSIMH K CO3MaHUI0 CUCTEM 0€30MaCHOCTH TaKUX OOBEKTOB U
obecrneuyeHUI0 ux GYHKIIMOHUPOBAHUS, YTBEPKIEHHBIMHU
bemepanbHBIM OPraHOM MCIIOJTHUTEJILHOM BJIACTH, YIIOJIHOMOYEHHBIM
B oOnactu obecnnedyeHus: 6€30MaCHOCTY KPUTUYECKOU
HH(pOpMalMOHHON NHPPACTPYKTypHl Poccurickou ®emgepaiiuu,
co3maeT cucTteMy 0e30IMaCHOCTH TaKOoro oObeKTa U 0O0ecIliednBaeT ee
(pyHKIIMOHUPOBaHUE

2. OCHOBHBIMU 3afla¥yaMM CUCTEMEI 6€30I1aCHOCTU 3HAYUMOI'O
00BbeKTa KpUTUYECKON NHGOPMalMOHHOU UHDPACTPYKTYPHI
SIBJISIFOTCS

2. IIpegoTBpallleHre HEIIPaBOMEPHOT 0O AOCTyNa K HHopMalnm,
oO6pabaTEIBaeMOM 3HAYUMBIM 00BEKTOM KPUTUYECKOU
MHGOPMALIMOHHON NHOPACTPYKTYPHI, YHUUTOXKEHUS TaKOMH
nHpopMauuu, ee MoguduUIIpPoBaHus, 6JIOKUPOBAHMS, KOITMPOBaHUS,



MIpenoCTaBJIEeHUs U PacIpoOCTPaHEeHUs, a TaKXKe UHBIX
HeIpPaBOMEPHBIX JEUCTBUM B OTHOIIEHUU TaKOou HH(opManuu

2. HeponyllleHe BO3OENCTBUS Ha TEXHUYECKHNE CpelicTBa 06paboTKu
nHOpPMallK, B pe3yabTaTe KOTOPOTO MOXKET OBITh HapYyIIEeHO U (MJIH)
IIpeKpaIeHo GyHKIIMOHUPOBAHNE 3HAYNMOI'0 00beKTa KPUTUUYECKOHN
MHGOPMAIIMOHHON NHPPACTPYKTYPHI

2. BOCCTaHOBJIeHUEe (PYHKIIMOHUPOBAHUS 3HAYUMOT0 0OBbEKTa
KPUTHYECKOM MHPOPMaITMOHHOM MHPPACTPYKTYPHI, 00ecedyruBaeMoro
B TOM YHCJIE 3a CUET CO3[aHMU U XPaHEeHUs Pe3ePBHBIX KOMUM
Heo0XOoOuMOM [Jiss 9Toro uHdopMaluu

2. HETIPEPBIBHOE B3aUMOJENCTBUE C TOCYyAapCTBEHHON CUCTEMOU
oOHapyXKeHUs, IpeaynpexXaeHus U JINKBUOAIIUU IT0CJIeACTBUMN
KOMIIBIOTEPHBIX aTaK Ha MH(POPMaIMOHHBIE PeCypPCH Poccuiickou
Qepepanuu

Crarbsi 11. TpeboBaHus1 o oO6ecriedyeHUI0 0€30IIaCHOCTH
3HAYHMbIX 00b€KTOB KPUTHYECKOH HH(POPMaAIITHOHHOH

UHPPaCTPYKTYPHI

1. TpeboBaHUs Mo obecrieyeHn0 0e30MaCHOCTH 3HAYUMBIX 00HEKTOB
KPUTHUYECKOM MHPOPMalIMOHHON UHPPACTPYKTYPHI,
yCTaHaBJIMBaeMble ¢efepaibHBIM OPraHOM UCIIOTHUTEILHOM BIIAaCTH,
YIIOJTHOMOYEHHBIM B 0071acTu o0ecrieyeHus: 6€301MacHOCTH
KPUTUYECKOU MHPOPMaAIIMOHHON UHPPaCTPYKTYpPrl Poccuiickon
Q®epepanuu, nupHepeHIUPYIOTCSI B 3aBUCUMOCTU OT KaTErOpuu
3HAYUMOCTU OOBEKTOB KPUTUYECKOM MH(POPMAITMOHHOM
MHGPACTPYKTYPH U 3TUMU TPeOOBaHUSMU IIPeqyCMaTPUBaIOTCS

2. 'ocymapCTBEHHEBIE OpraHbl U POCCUNCKUE I0PUOUYECKIUe JIUIIA,
BBHITIOTHSOIIME QYHKIINY IT0 pa3paboTKe, IPOBEAEeHUIO UITH
peanu3alyy roCygapCTBEHHOU MOJIUTUKY U (MJIU) HOPMaTHUBHO-
IIPaBOBOMY PEryJIMpPOBaAHHUIO B YCTAHOBJIEHHOU cdepe OesATeTbHOCTH,
10 COTJIaCOBAHUIO C (pefepabHBIM OPTaHOM MCIOJIHUTEIPHOU BJIACTH,
YIIOJIHOMOYEHHBLIM B 00J1acTu obecriedyeHust 6€301maCcCHOCTH
KPUTHUYECKOU NH(POPMallMOHHOM UH(PpacTPyKTypHl Poccuiickoi
denmepauyu, MOTYT yCTaHaBIUBaTh OOIOJIHUTEIbHEIE TPEOOBAaHUS 110
obecreueHnI0 6€30MaCHOCTH 3HAYMMBIX 00bEKTOB KPUTUUYECKOMU
nHGOPMAIIMOHHON MHPOPACTPYKTYPHI, CofepKaliire 0CoOOeHHOCTH
byHKUMOHUPOBaHUS TaKUX 0OBEKTOB B YCTAHOBJIEHHOM cdepe
OesATeTbHOCTH

1. maHUpOBaHUeE, pa3paboTKa, COBEPIIIEHCTBOBAHUE U
OCYIIIECTBJIEHNE BHEOPEHUS MEPOIPUSITUN 110 00eCIIeueHHI0
0e3011aCHOCTH 3HAYUMBIX 00BEKTOB KPUTHUUYECKOM MH(POPMAIIMOHHOM!

MHPPaCTPYKTYPHI



1. IpUHSATHE OPraHU3alMOHHLIX U TeXHUYECKUX Mep OJIs
obOecrieueHust 6€30IIaCHOCTH 3HAYUMBIX 00BEKTOB KPUTUUECKOHU
MHPOPMalMOHHON NHPPACTPYKTYPHI

1. ycTaHOBJIEHKE ITapaMeTPOB U XapaKTEPUCTUK IPOTrPaMMHEIX U
IIpoTrpaMMHO-aIlapaTHHEIX CPEeNCTB, IPUMEHsIEeMBIX OJi 00eclieueHus
0e30MaCHOCTY 3HAYMMBIX 00BbEKTOB KPUTUUECKOU NHPOPMAIIMOHHOMN

MHPPaCTPYKTypPHI

CraTtbs 12. OneHkKa 0e30MaCHOCTH KPHTHYECKOH
HHPOPMAITHOHHON HHPPACTPYKTYP5bI

1. Onenka 6e30MacHOCTY KPUTUYECKON MHGPOPMAIlMOHHOM
MHPPACTPYKTYpPhl OCYHIECTBIsIETCS (pemepanbHbIM OPraHOM
HUCIIOJTHUTEJILHOM BJIACTH, YIIOJTHOMOYEHHBLIM B 00J1acTH 00ecrieueHus
GyHKUIMOHUPOBAHUS T'OCyNapCTBEHHON CUCTEMEBI OOHAPYXKEHUS,
NpeaynpexXaeHus U TUKBUOAIINY IOCIEeICTBUY KOMIIBIOTEPHBIX aTakK
Ha uHpopMalMoHHLIEe pecypchl Poccuiickoui ®emepanuu, B IeIIxX
IIPOTHO3UPOBAaHMUSA BOSHUKHOBEHUSI BO3MOXKHBIX YTPO3 6€30IMaCHOCTH
KPUTHUYECKOM MH(POPMaIIMOHHOM UHPPACTPYKTYPH U BHIPAOOTKU MeEP
10 IOBBIIIIEHUIO YCTOUYUBOCTH €€ (PYyHKIIMOHUPOBAHUS IIPHA
IIPOBEEHUU B OTHOIIIEHUHN €€ KOMIbIOTEPHBIX aTakK

2. ITpu ocy1iecTBIeHUU OIleHKN 0€30I1aCHOCTY KPUTHUYECKOMU
MHPOPMaLMOHHON NHPPACTPYKTYyPhl IPOBOAUTCS aHAINU3

3. [l1g peanu3anuu IOJI0KEHUM, IPEAYCMOTPEHHBIX YacTAMU 1 U 2
HaCTOsIIel cTaTby, eepanbHbIll OPTalH UCIOJIHUTEIbHON BJIACTH,
YIIOJIHOMOYEHHHIM B 00J1acTH o0ecrieueHuss QYHKIIMOHUPOBAHU S
roCyJapCTBEHHOU CUCTEMBI OOHAPYKEHUS, TPEeAyInpexXaeHns U
JIUKBUOALUU IOCIEACTBUM KOMIIBIOTEPHLIX aTaK Ha MHPOPMaluOHHBIE
pecypcsl Poccunickou @enepaiiny, OpraHu3yeT YCTaHOBKY B CETSAX
3JIEKTPOCBSI3U, UCIIOJIb3YEMBIX [JIsl OpraHu3aliii B3auMOOENCTBUS
00BEKTOB KPUTUUYECKOU MHGOPMAIIMOHHON NHMPACTPYKTYPHI,
CPenCcTB, IpegHa3HaYeHHBIX O/ MTOMCKa ITPU3HAKOB KOMIbIOTEPHBIX
aTakK B TaKUX CETAX 3JIEKTPOCBS3U

4. B nensnx pa3paboTKy Mep 10 COBEPIIIEHCTBOBAHNIO 0€30aCHOCTHU
KPUTUYECKOU MHPOPMaAIMOHHOU UHPPaCTPYKTYPH dpeaepabHbI
OopraH UCIOJIHUTEIbHON BIaCTH, YIIOJTHOMOYEHHEIN B 00/1aCTH
obecreyeHuss GYHKIIMOHNPOBAHUSA I'OCYIapCTBEHHON CUCTEMEI
oOHapyXKeHUs, MPeaynpexkaeHus U TUKBUOAUY TTOCIIeqCTBUN
KOMITLIOTEPHBIX aTaK Ha UH(pOpPMallMoOHHbIE pecypchl Poccuiickou
Qenmepanuu, HaIlpaBiseT B pegepanbHBIA OpPraH UCIIOIHUTEIbHOU
BJIaCTH, YIIOJTHOMOUYEHHEIN B 00/1acTu ob6ecniedyeHuss 6e30MMacHOCTHU
KPUTUYECKOU MHPOPMAIIMOHHON UHPPaACTPYKTYPhl Poccuiickou
depmepalnu, pe3ynabTaThl OCYIIECTBIEHUS OIleHKU 0€30I1aCHOCTH
KPUTHUYECKOU MH(POPMallMOHHONU UH(PPaCTPYKTyPHI



2. IaHHBIX, TIOJIyYaeMbIX IIPU UCIOJIb30BAHUU CPEJICTB,
NMpefgHa3HaYeHHBIX OJI OOHapyXKeHUs, IpenynpexXaeHus 1
JIMKBUOAIIUHU ITOCJIEACTBUMN KOMIBIOTEPHBIX aTaK U pearupoBaHus Ha
KOMIIbIOTEPHBIE UHIIUAEHTHI, B TOM 4YHCJie MH(POPMAaIluu O HaJITU4UU B
CeTSIX 3JIEKTPOCBS3U, UCIOJIb3yEeMBIX [JI1 OpTaHU3aluu
B3aUMOIENCTBUSI 0O0BEKTOB KPUTUYECKOU MH(POPMAIIMOHHOMN
MHPPACTPYKTYpPhl, IPU3HAKOB KOMIbIOTEPHBIX aTakK

2. nHpopMaIuu, MpeacTaBiIsieMol CyObeKTaMy KPUTUYECKOU
“HGOPMaLMOHHOU UHPPACTPYKTYypPH! U (pegeparbHbIM OPraHOM
HCIOJIHUTEJIbHOU BJIaCTH, YIIOJTHOMOYEHHBIM B 00/1aCTH 00ecIie4eHus
06e30MaCHOCTY KPUTUYECKOM MHPOPMAIIMOHHON UHPPACTPYKTYPHI
Poccuiickou ®enepanyu, B COOTBETCTBUU C IepedyHeM UH(pOpPMaIUu U
B IOPSAOKeE, ONlpeaeiseMbIMU (pemepaabHbIM OpraHoM
HWCIOJIHUTEJIbHOM BJIaCTH, YIIOJTHOMOYEHHEBEIM B 00/1aCTH 00€eCcIie4eHus
(GyHKUIMOHUPOBAHUS T'OCyHapCTBEHHON CUCTEMELI OOHAPyKEeHUs,
NpenynpexXaeHus U TUKBUOAIINYA OCIEeICTBUY KOMIIBIOTEPHBIX aTakK
Ha nH(popMaluoHHLEIEe pecypchl Poccuiickoii ®emepanuu, a TakKXke
WHBIMU HE SBISIONIUMUCS CYObeKTaMU KPUTUUYECKOU
“HGOPMaUMOHHOU UHPPACTPYKTypPEl OpraHaMy ¥ OpraHu3allusiMy, B
TOM 4YHCJIe UTHOCTPAHHBIMU U MEXKIYHAapPOOHBIMU

2. CBe[IeHUH, MpeACcTaBIsieMbIX B TOCyJapCTBEHHYIO CUCTEMY
oOHapyXKeHUs, IpeaynpexXaeHus U JINKBUOAIIUU ITOCJIeACTBUMN
KOMIIBIOTEPHBIX aTaK Ha MH(POPMaIMOHHBIE peCypPCH Poccuiickou
denmepanuu Mo UTOTraM IIPOBEMIEHUSI TOCYIapPCTBEHHOT 0 KOHTPOJIS B
o6actu obecrieueHus: 6€30IIaCHOCTH 3HAYUMEIX 00BEKTOB
KPUTHUYECKOU MH(POPMallMOHHOM UHPPaACTPYKTYPHI, O HapylLIeHU!
TpeboBaHul 1Mo obecredyeHn0 0€30MaCHOCTH 3HAYUMEIX 00bEKTOB
KPUTHUYECKOM MH(pOpPMallMOHHOM UHPPACTPYKTYPHI, B PE3YIbTaTe
KOTOPOTO CO3MAal0TCS ITPEAIIOCHIIKY BO3HUKHOBEHUST KOMITbIOTEPHBIX
WHIITUIEHTOB

2. “HOU MHPOpPMaIuy, MoTydaeMou pemeparibHBIM OPraHOM
HMCIOJIHUTEJIbHON BIACTH, YIIOMTHOMOYEHHBIM B 06/71acTu 06ecriedyeHus
(yHKIIMOHUPOBaAHUS TOCYyOAapPCTBEHHON CUCTEMBI OOHapyKEHUS,
NpenynpexaeHus U TUKBUOAIUU ITOCTIEACTBUM KOMIIBIOTEPHEIX aTak
Ha nHpopMaInuoHHbIe pecypchl Poccuiickou ®emepalnuu, B
COOTBETCTBUU C 3aKOHOOaTeIbCTBOM Poccurickou ®enepanuu

Crathbs 13. l'ocygapCTBeHHBIH KOHTPOJIb B 00/IaCTH
o0ecreyeHHUsI 0e30IIaCHOCTH 3HAYHMbBIX 00BEKTOB
KPHUTHYECKOH MHPOPMAITMOHHON HHPPACTPYKTYPhI

1. TocymapCTBeHHBIN KOHTPOJIbL B 00J1aCTH 00ecrieyeHust
0e30MaCHOCTH 3HAYMMBIX 00bEKTOB KPUTUUYECKON MHMOPMAIIMOHHON
MHPPACTPYKTypPhl IPOBOOUTCS B IIE/ISIX IIPOBEPKU COOIIOEHU S
CcyObeKTaMU KPUTHYECKOU MHPOPMAIIMOHHOU NHPPACTPYKTYPHI,
KOTOPHIM Ha IMpaBe COOCTBEHHOCTH, apeHObl NI UHOM 3aKOHHOM
OCHOBAHUU ITPUHAJIEXKAT 3HaUYNMble OOBEKThH KPUTUYECKOM



MHPOPMaIMOHHON NHPPACTPYKTYpPhI, TPeOOBaHUM, YCTaHOBIIEHHBIX
HactosAmuM denepanbHEIM 3aKOHOM U IPUHATHLIMA B COOTBETCTBUU C
HUM HOPMATHUBHBIMH ITPABOBBIMHU aKTaMM. YKa3aHHBIN
roCyIapCTBEHHBIU KOHTPOIb IPOBOAUTCS IIYTEM OCYIIIECTBIEHUSA
(emepanbHBIM OpPraHoOM UCIIOJTHUTEJILHOM BIACTH, YIIOJTHOMOYEHHBIM
B oOnactu obecneyeHus 6€30MaCHOCTY KPUTUYECKOU
nHpOopMalMoOHHON NHPPACTPYKTYypPHI Poccuiickou ®emepaiinu,
IIJIAHOBBIX MJIM BHEIIJIAHOBBIX ITPOBEPOK

2. OCHOBaHUEM [ OCYILECTBJIEHUS IIJIaHOBOU IIPOBEPKU SABISAETCH
HCTeUYEeHUe TPEX JIET CO OHS

3. OcCHOBaHUEM [ OCYILECTBJIEHUS BHEIJIaHOBOU IIPOBEPKU
SIBIISIETCS

4. Tlo uToram IJIaHOBOU MM BHEIIJIAHOBOU IIPOBEPKU (pemeparbHBIM
OpraHoM HCIOJIHUTEIbHON BIaCTH, YIIOJTHOMOYEHHBIM B 00/1aCTH
obecreyeHus 6€30MaCHOCTU KPUTHUUECKOM MHPOPMAIMOHHOMN
nHPpPacTpyKTyphl Poccutrickoit ®emepaiu, COCTaBIsAETCSA aKT
IIPOBEPKM I10 YTBEPKIOAEHHON YKa3aHHLIM OpraHoM ¢popMe

5. Ha ocHOBaHUU aKTa TPOBEPKH B CJIy4dae BHISIBIIEHUS HapyIIeHUS
TpeboBaHul HacTosAero ®emgepaabHOr0 3aKOHA U MMPUHATHIX B
COOTBETCTBUM C HUM HOPMATUBHBIX IIPABOBBEIX aKTOB I10 00eCIIeYeHUI0
0e30MaCHOCTY 3HAYMMBIX 00bEKTOB KPUTUUYECKON MHPOPMAIIMOHHOMN
MHPPACTPYKTYpPHI heaepalbHbI Oprald UCIIOJTHUTEJILHOU BIIACTH,
YIIOJTHOMOYEHHBIN B 00J1acTu obecrieueHrss 6€3011aCHOCTHA
KPUTUYECKOU MHPOPMaALIMOHHOU UHPPaCTPYKTYpPrl Poccuiickou
depepanuu, BHIgaeT CYObEKTY KPUTUYECKOU MH(POPMAIIMOHHOM
MHGPaCTPYKTYPH! IIpeanucanue 00 yCTpaHEHUU BHISIBJIEHHOTO
HapYyIIeHUs C YKa3aHueM CPOKOB er0 YCTpaHEHUS

2. BHECEHHUS CBeJIeHUM 00 00beKTe KPUTUYECKOM NHPOOPMAITMOHHOM
MHPACTPYKTYPHI B peeCTP 3HAYUMBIX 00BEKTOB KPUTUUECKOM
MHGOPMalMOHHOM UHOPACTPYKTYPHI

2. OKOHYaHUA OCYILIEeCTBIIEHUSA IOCIeqHEN IIJTaHOBOU IIPOBEPKU B
OTHOIIEHUH 3HAYMMOT0 00beKTa KPUTUUYECKOM MHGOPMallMOHHOM

MHQPPACTPYKTYPHI

3. ucTeyeHUe CPOKa BHITIOTHEHUS CyObEKTOM KPUTUUECKOM
“HGOPMaUMOHHOU UHOPACTPYKTYyPHI BBIAAHHOTO (hefeparbHbIM
OpraHoOM HCIOJIHUTEJIbHOU BIaCTH, YIIOJTHOMOYEHHBIM B 00/1aCTH
obecreueHuss 6€30IMaCHOCTU KPUTUYECKON MHPOPMAIMOHHOMN
nHGPacTPYKTypHl Poccuiickoi ®enmepanuu, npennrucaHus oo
yCTPaHEHUHU BHISIBIIEHHOTO HapylleHus TpeOoBaHUM 110 00eClieuYeHnIo
0€e30I1aCHOCTH 3HAYMMEIX O0OBEKTOB KPUTUUECKOU HWH(POPMAaLMOHHON

HMHPPaCTPYKTYPHI

3. BOBHUKHOBEHNE KOMITbIOTEPHOTO MHIIUAEHTA, TTIOBJIEKIIIETO
HeraTUBHBIE TIOCIIENCTBUS, Ha 3HAUYNMOM OOBEKTE KPUTUYECKOU
MH(POPMaIMOHHON NHPPACTPYKTYPHI



3. mpuka3s (pacnopsizkeHue) pyKoBogUTes dhenepaabHOr0 OpraHa
HWCIOJIHUTEJIbHOM BJIaCTH, YIIOJTHOMOYEHHOTr 0 B 00y1acTu o0ecriedyeHus
0e30MaCHOCTY KPUTUYECKOU MHPOPMAIIMOHHON UHPPACTPYKTYPHI
Poccuiickou ®enepanyy, u3TaHHBEIM B COOTBETCTBUU C IIOPyUYEHUEM
[Ipe3upenTa Poccuiickou ®enepanyuu unu [IpaButenbcTBa
Poccutickoit ®emepanuu 1160 Ha OCHOBaHUU TPeOOBaHUS IIPOKypopa
00 OCyllleCTBI€HUM BHEIIJIAaHOBOU MIPOBEPKU B paMKaXxX IIPOBEIEHUS
Haa30pa 3a UCIOJIHEHVEM 3aKOHOB I10 IOCTYIIUBIINUM B OPTaHbI
MIPOKYypaTypsl MaTepuajaM U oOpallleHUusIM

Crarbsa 14. OTBEeTCTBEHHOCTH 3a HapylIeHHe TPeOOBaHHH
HacTosero ®eaepajibHOro 3aKk0OHa U IPUHATHIX B
COOTBETCTBHM C HUM HHBIX HOPMAaTHBHBIX IIPAaBOBBIX aKTOB

Hapymenue TpeboBanuit HacTosIlero demepanbHOrO 3aKOHa U
MIPUHSATHIX B COOTBETCTBUU C HUM MHBIX HOPMaTUBHBIX ITPABOBBIX
aKTOB BJIeUeT 3a CO00M OTBETCTBEHHOCTh B COOTBETCTBUU C
3aKoHOopaTenbCTBOM Poccurickou ®epepaiuu.

Cratrbsa 15. Becrynienue B culy HacTosiuiero ®egepajibHOro
3aKOHa

Hacrtosmuy ®enepalbHBIM 3aKOH BCTynaeT B cuiy ¢ 1 suBaps 2018
roja.
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